SaTC: CORE: Small: Fast Algorithm Originated Fault
Detection Scheme for Ring-LWE based
Cryptographic Hardware

Scientific Impact:

*  First attempt to develop
novel fast algorithm to
reduce the overhead for
fault detection module of
Ring-LWE based PQC

* Inspire the hardware
security society to explore
new countermeasures for
PQC implementation

Ring-LWE based post-quantum
cryptography (PQC)

Challenge:

*  How to reduce the
complexity overhead
brought by the equipping
of fault detection scheme

*  How to develop new faul

detection scheme for
Ring-LWE based PQC

a: public parameter
(known by both parties)

Bob

» =

r,: secret key p: publickey

key generation

encryption

Alice

€1,62,65: EITOr's;
m=encode();
ci1=ae+e,; C=pertestin;

- m=decode(cir>+c,);

decryption

C1,Ct
ciphertext

e an s e e e e e e - e an s s e e e e

: novel complexity : - ' novel fault :
) reduction strateg ) tightly | detection scheme )
connected. -, .o

Ve

l—-—-—-\—-— --------

Broader Impact and
Broader Participation:

*  Provide significant
impacts on PQC security
technology advancement

e  Facilitate PQC
standardization process

* Independent study and

Solution:

*  Propose novel fast
algorithm to reduce the
complexity of the fault
detection scheme

*  Develop complexity
reduction originated new
fault detection scheme
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